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Una definizione (standard) di loT — Internet of Things

un’infrastruttura globale
al servizio della Information society

ed in grado di abilitare servizi avanzati
interconnettendo “oggetti” (fisici e virtuali)
attraverso tecnologie ICT interoperabili,

esistenti e in evoluzione*

Fonte: trad. da “loT definition by the ITU-T Internet of Things Global Initiative”
http.//www.itu.int/en/ITU-T/gsi/iot/
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Internet of Things: un eco-sistema «orizzontale»
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loT: il valore atteso dagli analisti

Il valore del mercato loT globale e stimato valere:
= 1000 miliardi di S entro il 2020**.
= tra4 e 11 migliaia di miliardi di S entro il 2025%*.

(PIL del Giappone: 4,1 migliaia di miliardi di S, PIL della Cina: 10,8 migliaia di miliardi di S ***)

Il 60% del valore di mercato dell’loT si riferisce
all’'opportunita di impiegare e valorizzare i dati raccolti

* McKinsey Global Institute. The Internet of Things: mapping the value beyond the Hype, June 2015 - http://goo.ql/Yu6WkB
** Definition of a Research and Innovation Policy Leveraging Cloud Computing and loT Combination - https.//qoo.gl/m8Jcj5
*#** IMF , "World Economic Outlook Database, April 2015
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Un’ Internet di “Internet of Things” ?
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Un’ Internet di “Internet of Things” ?

Internet of Things
IIC - Industrial Internet Consortium
Alliances & Consortia timeline va0s

AliSeen Alliance
> 1/12/2013
version 1.4 — March 4%, 2016
r Author: David Excoffier (dexcoffier@yahoo.fr) . Hypercat Consortium
IERC- loT European 23/7/2014
Research Cluster LoRa Alli
iance
3/6/2010
6/ 4 1/1/2015
GMATGI.DbaI Mz2m Wireless loT Forum
)Assoclatlon )31,!3,-’2015
1/2/2011
Internet of Things )?I;):él-:lllance for loT Innovation
Consortium 11/
1/6/2012 GSMA Mobile
loT Initiati
M2M World Alliance 173 ;2?1: fve
> 10/7/2012
loT Security Foundation
. . IEEE loT
Bridge Mobile Alliance EnOcean Alliance ) Wi-5un Alliance Inilia:hm ) 23/9/2015
’ 3/11/2004 #7 1/4/2008 1/6/2011 )
1/1/z014 ) OpenFog Consortium
Open Mobile Alliance Home Gateway Initiative - IPSO Alliance Li-Fi Consortium 1/11/2015
> 1/6/2002 > 1/12/2004 2 162008 > 1/10/2011 OIC-Open
InterConnect OCF - Open Connectivity
Zighee Alliance Continua Health Alliance loT Council oneM2ZM Consortium »> Foundation
) 2 1/10/2002 > 1/6/2006 | 4 16/1/2009 b 1/7/2012 1/2/2014  19/2/2016
DLNA - Z-Wave Alliance _ M2M Alliance DASH7 Alliance EEBus Initiative ULE Alliance . Thread Group - FIWARE Foundation
| 4 1/6/2003 #7 1/6/2005 > 22/2/2007 > 1/6,/2009 ) 4 22/3/2011 ) 1/1/2013 "15/7/2014 7 23/2/2016

2002 2017

Today
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Un’ Internet di “Internet of Things” ?

Il successo di qualunque sistema
loT non risiede nella tecnologia,
ma nella capacita di

fornire un valore ad un costo
sostenibile.

Gli approcci open pagano!

(infrastruttura comune, tecnologie
standard, dati aperti, ecc.)
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Dati e Internet of Things: dove e come ?

Alcune centinaia di
Data Center, CIO u d data center
Piattaforme Cloud

Migliaia di istanze/
piattaforme

Core Network

Piattaforme «Core»

Gateway locali «Fog» Layer

Oggetti connessi

Milioni di oggetti
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Smart Objects

Miliardi di oggetti

VANVANVAN

Fonte: elaborazione ISMB, ispirata a “C.C Bayers, P. Wetterwald, Fog Computing — Distributing Data and
Intelligence for Resiliency and Scale necessary for the loT, ACM, Ubiquity Symposium
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Cosa potrebbe andare storto ?

What could possibly
jo wrong?
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L'elefante nella stanza: Security, Privacy, Trust
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loT e Sicurezza: alcuni esempi ....

La Botnet MIRAI

= Nel Settembre 2016 *, un attacco informatico realizzato tramite una
botnet (MIRAI) ha colpito il sito krebsonsecurity.com con una mole di
dati dell’'ordine dei 630 GBps inviati da dispositivi loT compromessi

= |In Ottobre **, un ulteriore attacco ancora piu potente e stato lanciato
contro il provider DNS Dyn.com, rendendo non raggiungibili siti web
rilevanti per ore

= Tutto questo attraverso dispositivi DVR e webcam di un solo produttore

T T

Una piccola parte dei dispositivi loT Quanti produttori ricordate
presenti sul mercato dalla slide precedente?

* KrebsOnSecurity Hit With Record DDoS Sept, 2016 https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
** DDoS on Dyn Impacts Twitter, Spotify, Reddit Oct 2016 https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/

Climathon @ Climate-KIC



https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/

loT e Sicurezza: alcuni esempi ....

Attacchiin casa

The Joy of Tech-. by Nitrozac & Snaggy

The Internet of ransomware things... 30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMEGLtlT
5 SMOKE, I M
HUNSRI? ek JUST LET YU
PAY UP AND SEND MONEY

THE NEXT TIME

YOU LEAVE, IT'LL MY ALARM

COST YOU 100 SYSTEM IS

BUCKS TO GET GOING TO GO

BACK INTO THE OFF RANDOMLY
THROUGHOUT

THE NIGHT,

UNLESS YOU

] o

BLOW DIRT ALL
OMVER THIS

= 4"7' y
— : YOUR DIRTY 7 EXCUSE US
DISHES CAN WHILE WE
WIRE MY WAIT, T'M PARTICIPATE
HACKER $100 BUSY MINING IN A DDOS
OR I'LL REVERSE BITCOINS. L
MY MOTOR AND | —

[
ILL START

- % g ‘ .
o

N
YOU TO YOUR
BANK TO MAKE
IF YOU DONT . A TRANSFER. A T 1S_LEI1I_E L:I\_nEE :’Ezgv gEE
SEND US CASH, L TELL EVERYON
YOUR REPUTATION

NETWORK THAT YOU
WILL BE IN THE WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOMW

Da allora, numerose vulnerabilita e
attacchi sono stati rilevati a oggetti
loT di vario tipo (acquari,
microfoni/webcam domestici,
sveglie connesse, assistenti vocali,
bambole per bambini, baby monitor,
veicoli, pacemaker, schermi pubblici,
oggetti personali, ... ) *

E’ importante osservare anche
quando non esistono rischi legati ad
attacchi informatici — le applicazioni
loT gestiscono comunque grandi
guantita di dati potenzialmente
sensibili!

Source immagine: the joy of Tech - http.//qeekculture.com/joyoftech  * Esempi su http://twitter.com/internetofshit
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loT e Sicurezza: esiste una soluzione ? NO, ma...

Security (and ethics!) by Design

5%

e AS]

“Karim Houni,
SEB group”

Source: https://www.studycheck.de/blog/die-verruecktesten-baustellen-an-deutschlands-hochschulen
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loT e Sicurezza: esiste una soluzione ? NO, ma...

Buone pratiche di cyber-security

Monitor &
Maintain
System Security
Applying
Cybersecurity
Best Practices

Harden the
Components of
the System

Assess Existing
System

7 Steps

to Cybersecurity for
Control Systems

Document
Policies &
Procedures

Control Access
to the System

Segment the
Control System
Network

Train Personnel
& Contractors

Unobtrusive

3

Adding
Value

Stéte of
the Art

Third—party. ‘

reviewed . Upgradable

Decentralized

Layered

Sources: Shrader Engineering, NXP — Security By Design
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Domande ?

Riccardo Tomasi
Area Pervasive Technologies
pert@ismb.it

http://www.ismb.it/riccardo.tomasi

m http://it.linkedin.com/in/riccardotomasi
g @ric_iot
Ner (o elle

Istituto Superiore Mario Boella
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